
At a glance

• Trade secrecy has evolved from a weaker, catch-all form of protection used 

when other forms of IP are unavailable, to a central issue for companies.

• In the last few years, AI advancements, workforce mobility, and an evolving 

regulatory landscape have converged to result in landmark litigations across 

the globe, as well as pressure put on firms to protect and manage trade secrets.

• As a result, companies need to accurately determine the level and type of trade 

secrecy protection that is right for them, and the assess the implications this has 

for how they systematically capture, manage and enforce trade secrets.

• These measures need to be enabled through technical, organizational and 

legal capabilities, acting together to provide robust secrecy protection that 

does not hinder information sharing, partnering and day-to-day work.
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AUTHORS

In this article we explore the trends that impact the current trade secrecy landscape and share our perspective on the requirements 

that this places on companies. Our authors have draw on their experiences from supporting clients across industries to exemplify 

how companies can understand the level and type of secrecy management that is appropriate for them, and how to tie together the 

measures to make it work in practice. We explore three key considerations for designing an effective trade secret program:

• Control regime: Business requirements that determine the need for trade secrets and scope of the trade secret program.

• Program measures to stand-up and generate value from a trade secrets: Capture, Protect and Enforce/Defend.

• Capabilities needed to operate a trade secret program efficiently: Technological, Organizational, and Legal.

Figure 1: Key considerations for designing an effective trade secret program
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Increased adoption of generative AI to boost creativity and productivity is driving 

changes in how companies govern and value trade secrecy.

• Increased disclosure risk: Increased uptake of AI tools also means that 

employees are more likely to share trade secrets with unvetted AI tools used to 

generate code, summarize inventions, or draft drawings. Preventing these tools 

from sharing secrets with third parties requires strict AI governance frameworks.

65%
of organizations report using generative AI 
regularly – McKinsey Global Survey 2024

• More challenging IP registration: When AI-generated results are incorporated in a company’s intellectual asset 

portfolio, registering the IP and ensuring that it is not encumbered with prior art or proprietary information becomes more 

challenging, if not impossible. Companies must have an alternate plan in place for controlling assets.

• Developing new AI models: Companies developing their own AI tools or making AI-based tools widely available face 

the challenge that their technologies become susceptible to reverse engineering, which is typically permitted under trade 

secrecy regimes. Complementing secrecy governance with the ability to contractually control and monitor duplication 

becomes necessary to retain control. Further, using proprietary data for training large language models requires 

balancing data utility with robust safeguards to protect trade secrets and comply with corporate policies.

The post-pandemic labor landscape has led to major shifts in how we work, which has 

also led to shifts in how we generate, track and handle secrecy.

• Day-to-day hybrid work: Key employees are contributing daily to the development 

of ‘crown jewel’ assets from diverse locations, across IT systems, and spanning 

multiple countries. Tracking asset creation and maintaining secrecy cannot be 

locked to one location or one set of IT infrastructure.

92%
of organizations report using hybrid work 
models – 2024-2025 CBRE Global 
Workplace & Occupancy Insights survey

• Increased employee mobility: The post-pandemic waves of hiring and re-hiring continues to lead to talent flowing 

globally between competitors, suppliers and partners, as well as increased reliance on contract workers. Companies 

need the capabilities to protect the secrets ex-employees hold, but also protect themselves against the secrets new 

employees might bring in.

• Tougher trade secret litigation: While the surge in US trade secrecy litigation after 

the introduction of the Defend Trade Secrets Act has shown signs of plateauing, 

the number of high-profile, high-damages cases has risen – and it should be 

assumed that many conflicts are resolved in arbitration, to maintain secrecy. 

Companies must anticipate what this means for their operations.

$1B+

• Cross-border challenges: A complicating factor in the protection and 

enforcement of trade secrets is the overlapping, sometimes conflicting regulatory 

regimes of different jurisdictions. Spurred on by global political and trade 

dynamics, regulation and compliance of cross-border secrecy can become a 

source of significant risk for multinationals.

combined award amount of the ten 
largest cases in US and China trade 
secret litigations since 2017.

1,2B RMB

Evolving regulatory landscape drives the volume and complexity of trade secret litigation

Advancements of AI drives the way trade secrets are created, protected and transacted

Shifts in labor patterns drives the need for trade secret ‘culture-building’ in the workforce



Figure 2: Guiding factors impacting the control regime
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How companies position themselves in the control regime assessment will have significant implications on the design and 

implementation of a trade secret program. As an example, determining the types of intellectual assets that constitute the 

most important trade secrets and the typical duration of their lifecycle will dictate what volume of trade secrets that needs to 

be management – 10s, 100s, or 1000s? Further, determining where trade secrets are stored will help determine the largest 

sources of trade secret risk, thereby informing what protective measures that need to be put into place – employee 

mobilization, partner risks, corporate espionage, cyber security threats?

Case example: Trade secret focus

Company A is a multinational semiconductor contract manufacturing and design company well-known for its strong trade 

secrecy focus. While it considers both patenting and trade secrecy as important control tools, the company made a large 

investment in the latter by launching its “Trade Secret Registration Program” in 2013, now with 350,000+ registered trade 

secrets. In this example trade secret ‘registration’ does not refer to registration with IP authorities, but a comprehensive 

internal system of technical, organizational and legal measures for trade secrecy. The system is even used to structure 

incentive programs, highlighting employee contributions to e.g. “Green Trade Secret Registration”.

The importance of trade secrets will differ from company to company. A company’s trade secret strategy and program 

needs to be tailored to what we refer to as the control regime that fits their business requirements best. Determining a 

company’s control regime involves assessing the relative importance of a trade secret versus a registered IP control scheme 

as an effective means to control a company’s most valuable intellectual assets. To do so, a range factors related to a 

company’s business operations and the industry/sector in which they operate, needs to be considered.

Case example: Balanced control

Company B is a multinational manufacturing company undergoing a transition to smarter and connected products. 

Traditionally, Company B’s business has had a strong focus on products, gradual innovation and patent protection as 

resilient brand value-add. With these characteristics, there was not much need for Company B to build trade secrecy, 

relying instead on its robust patent portfolio. In its current digital transformation, Company B is increasingly offering 

software and services, and operating in a market where innovation is rapid, duplication is simple, and patentability is not 

always certain. As a result, combining patent protection with trade secret management has become a necessity.

Case example: Registered IPR focus

Company C is a multinational manufacturing company in the telecommunications sector. It was an early pioneer in 

establishing a group-wide trade secrecy regime, establishing guidelines and processes for ensuring that every potentially 

valuable intellectual asset was recorded as such. However, as Company C increased the sophistication of its IPR regime, 

it recognized the economic value of patents in standards development and broad, non-discriminatory licensing, where 

trade secrets were less suitable. Consequently, Company C scaled back its trade secrecy control regime, increasing 

protection for a limited number of key trade secrets, and improving the leverage potential of its registered IPR.
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Trade secret laws exhibit similarities across jurisdictions, primarily in relation to the criteria to have ‘reasonable protective 

measures’ in place to safeguard trade secrets. Legislation does however not define what the required specific measures are 

to be able to call them reasonable.

We have encountered several companies stating to have their trade secrets fully under control based by virtue of having a 

corporate policy in place. In our experience, however, a trade secret policy alone is generally insufficient to demonstrate that 

‘reasonable measures are in place’ in a litigation case, nor is it enough to establish a strong corporate culture around the 

importance of trade secrets. Instead, a robust trade secrecy program needs to consider a wider range of elements. At its 

core, it should include three fundamental sets of measures; Capture; Protect and Enforce/Defend.  

Capture Protect
Enforce / 
Defend
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Registered IP-focused control
(Niche assets managed as TS)

Trade secret-focused control
(Niche assets managed as registered IP)

Balanced control
(Different focus by market, Business area)

TRADE SECRET PROGRAM

CAPTURE

Trade secrets should be identified, assessed and documented as early as possible after creation or upon receipt from 

others, and be kept up to date across their lifecycle. Many businesses struggle with this. According to the Deloitte IP 360 

Survey, 29% of respondents do not “actively capture” trade secrets, while an additional 14% do not have a standardized 

process for identifying them. 

Figure 3: Core Trade secret measures

https://www2.deloitte.com/uk/en/pages/financial-services/solutions/deloitte-ip-360-survey.html?nc=42
https://www2.deloitte.com/uk/en/pages/financial-services/solutions/deloitte-ip-360-survey.html?nc=42
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• Processing: A well-defined and repeatable method of turning a trade 

secret into a defined object, primarily through documentation and 

metadata. Structured processing helps capture the trade secret as an 

object worth maintaining, and provides essential evidence in legal 

disputes, without disclosing specifics that could compromise its security. 

• Maintenance: A system for monitoring trade secrets and ensuring that 

they are kept secret. Such a system, no matter how it is implemented, 

allows you to track trade secrets, apply the protection measures outlined 

herein, and make business-informed decisions about the value and 

potential application of your portfolio of secrets. Figure 4 - Example Trade secret system

While it is not necessary, a corporate IP department wishing to take trade secrecy seriously could invest in a trade secret 

management system, corresponding to or integrated with the company intellectual property management system. Figure 4 

provides an illustrative example of a trade secret system dashboard, prepared by Rouse. While the exact contents of a trade 

secret management system may differ, it should include features which support corporate IP departments to communicate 

the business value of the trade secret portfolio to top management. It should also help to mobilize IP departments to  

execute the trade secret program measures across the business, which – depending on the system maturity of each 

company – could include APIs and automated workflows with complementary HR systems and IT infrastructure.

A successful and consistent trade secret capture requires:

• Identification: A cohesive and easy-to-apply structure for categorizing trade secrets. Trade secrets, particularly digital 

objects,  do not fall into ‘official’ categories, but failing to delineate their differences creates uncertainty about the scope 

and content of a trade secret. A thought-through trade secret classification scheme also (automatically) facilitates in 

different types of protective measures. 

Technical

• Digital access controls

• Automated classification 

• Activity monitoring

• Encryption and secure storage 

• Limit copying/Transfer

• …

Organizational / HR

• Employee onboarding/training

• Employee exit routines

• Visitor routines

• Information-handling guidelines

• HR incentive programs

• …

Legal

• Employee confidentiality 

• Non-compete clauses 
(where applicable)

• Vendor and Partner Contracts

• IT access policy to strengthen 
the computer misuse regulations

• ….

The exact set of measures to apply to any single trade secret in any given business situation will inherently vary. It may also 

be pertinent to adopt a tiered approach where are set of ‘basic’ measures are applied to the bulk of the trade secret 

portfolio, while an additional set of (usually more invasive) measures are applied to trade secrets of particular importance 

and value. Here, the importance of a trade secret categorization scheme comes into play, where different categories may 

have certain protective measures (automatically) prescribed to them.

PROTECT

The second fundamental pillar in a trade secret program are the set of measures required to continuously protect intellectual 

assets. Such measures should partly ensure that the duty of ‘reasonable measures to protect’ is met in accordance with 

legislation as well as proactively prevent trade secret misappropriation from occurring in the first place. Typically, the suite of 

protective measures includes a multi-pronged strategy encompassing technical, organizational, and legal tools. 
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ENFORCE / DEFEND

Even the best-prepared protective defenses preventing trade secret leakage from happening in the first place, must be 

paired with the capacity to enforcing against misappropriation. This starts with establishing procedures for monitoring the 

most common risks of trade secret theft for the company, be that employee leakage, industrial espionage and business 

partner leakage or cyber security attacks.

Fixation of the 
secret points

• Content and scope of trade secret

• Complete solution, fragmental details or 
compartmentalized description

Secrecy

• Proof of secrecy when the accused infringement 
took place

• Considering e.g. ease of access, dissemination, etc

Confidentiality

• Proof of confidentiality before the accused 
infringement took place

• Technical, organizational, contractual measures 

Infringing act

• Proof of unlawful act and that the defendant “knew 
or ought to have known”

• Shift of evidentiary burden 

Compensation

• Determine real and potential value 

• Damages of plaintiff, profits of defendant, punitive 
damages, etc. 

When a breach occurs, successful enforcement hinges on 

robust legal readiness and swift incident response. While 

recent changes in legislation, such as the amended Anti-Unfair 

Competition Law (Article 9) in China, has shifted some 

evidential burden to defendants, a challenge for plaintiffs in 

trade secret enforcement is gathering sufficient evidence. 

With reference to Figure 5, companies generally need to 

perform a range of investigate measures to build a convincing 

court case, spanning confirming of the existence of the trade 

secret, proving that reasonable protective measures have been 

put in place and an infringing act was made despite these 

measures, quantifying reasonable compensation for the 

misappropriation.

In terms of enforcement, trade secret owners in China have three venues available to them: civil, administrative, or criminal 

proceedings. In most cases, the rights holder pursues civil litigation to stop misappropriation and seek damages. However, 

when the trade secret in question is a technical secret of significant economic value, a combined strategy of criminal and civil 

remedies is often employed. This is because the police has the strongest capabilities to gather robust evidence, which is 

admissible in civil proceedings to support the claims. The local market regulatory authority has the discretion to impose fines 

of up to 500 million RMB against infringers but cannot award damages to rights holders. Therefore, administrative 

proceedings serve as an alternative means to secure additional evidence when the infringing actions are not severe enough to 

warrant criminal proceedings.

Civil litigation for trade secret misappropriation typically falls under the jurisdiction of the basic level of court in the location of 

the infringement and the defendant's domicile. However, if the case involves technical secrets, it levels up to the intermediate 

people's court. Since trade secret leakage often occurs on the site of the rights holder, the secret owner can opt to file their 

case at the court in their domicile for convenience. In the civil proceedings involving technical secrets, the court usually 

appoints a technical officer with expertise in the relevant field to assist in examining the technical facts. Both parties may also 

engage experts to participate in the court hearing and provide insights on technical matters. Additionally, requesting judicial 

appraisal on critical technical issues is a common litigation strategy if necessary.

Figure 5 – Trade secret investigation measures
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For any trade secret program to operate efficiently, our experience is that three enabling capabilities are required, acting in 

tandem to provide robust secrecy protection that does not hinder information sharing and day-to-day work. 

• Technology: In the age of AI and automation, there is massive potential in improving efficiency in trade secret 

operations through technology enablement. Examples on the benefit of technology include automated trade secret 

identification and classification in relation to Capture, automatic deployment of access control and other digital 

information security measures in Protection, and solutions for monitoring of misappropriation/leakage in Enforcement. 

• Organization: The importance of organizational routines and structures stems from the fact that the human element 

remains a critical vulnerability in trade secret protection. Deterrence is important in enforcing behavior to respect trade 

secrets. Companies should define functions of responsible departments to implement detection, counselling and 

disciplinary action. Organizations must also foster a culture of confidentiality and trade secret identification. This may 

include business process mapping and embedding trade secret measures in such processes to achieve efficient trade 

secret Capture. In terms of Protective measures, HR-related capabilities also serve a critical role both for awareness 

raising-purposes and for proactively identifying trade secret leakage risks during employee departure and onboarding. 

• Legal: Lastly, companies must develop (or partner with experts having) cross-functional legal capabilities to operate a 

trade secret program. This includes legal expertise to craft ironclad confidentiality agreements, navigate evolving 

legislative landscapes around trade secrets and computer misuse regulations, and investigate/initiate enforcement 

actions or defend against incoming claims in court. Given the synergistic relationship between trade secrets and other 

IPRs, patent and technical expertise is also essential to support capturing trade secrets as part of technology protection 

and assessment.

-----------

In this article, we explored trends driving the importance of trade secret and explored key considerations for designing an 

effective trade secrets program aligned with specific business requirements. In any knowledge-intensive company, the key 

first step is to explore the business need for trade secrecy and assess whether current practices are robust enough to meet 

such needs. Since the key to effective trade secret management lies in prevention, companies benefit from taking a proactive 

approach to strengthening its trade secrecy capabilities. 

Capture Protect
Enforce / 
Defend

C
O

N
T

R
O

L
 R

E
G

IM
E

Registered IP-focused control
(Niche assets managed as TS)

Trade secret-focused control
(Niche assets managed as registered IP)

Balanced control
(Different focus by market, Business area)

TRADE SECRET PROGRAM

TRADE
SECRET

CAPABILITIES

Technological

Legal
Organiza-

tional

Figure 6: Key considerations for designing an effective trade secret program
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